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The Freedom Giveaway: Government surveillance of 
law abiding citizens

Cindy Blackstock, PhD
Access and Privacy Conference:  June 19, 2014

First Nations Child and Family Caring Society of Canada
Associate Professor, University of Alberta

Pierre Brignaud

Duncan Campbell 

Scott, Superintendent 

of Indian Affairs

I am profoundly disappointed to note 
in Chapter 4 of this Status Report that 
despite federal action in response to our 
recommendations over the years, 
a disproportionate number of First 
Nations people still lack the most basic 
services that other Canadians take for 
granted.

Sheila Fraser, 
Auditor General of Canada 
(June 2011)

“

“

Child welfare specific  OAG reports: 
May 2008; June 2011

The I am a witness Campaign

• Human Rights case alleges 
Canada ‘s provision of child 
welfare is discriminatory 
pursuant to the Canadian Human 
Rights Act

• Watch I am a witness video to 
find out what young people think 
about the case. 

• Final arguments October 20-24, 
2014. Ruling early 2015 13.067 Supporters

http://www.fncaringsociety.com/ottawa-12
http://www.fncaringsociety.com/ottawa-12
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Canada withholds over 100,000 
documents that they were 
legally required to disclose  

resulting in hearing delays and 
raising fairness issues

Managing Backfire

• Cover-up

• Devaluation of the target

• Reinterpretation of what happened

• The use of official procedures to give an 
appearance of justice

• Intimidation and bribery

• Gray and Martin, 2006

”The context of the department looking at her facebook and twitter account is 

that she was posting court documents and making other relevant comments 

about her litigation (which could affect the litigation and ultimately show she 

has ’other motives’ or is making vexatious and frivolous claims) on those 

accounts” Aboriginal Affairs and Northern Development (AANDC )official 

(11/10/2011 at 10:20 AM)

“A quick check from our end reveals  that Justice has been looking at her 
twitter and Facebook accounts for some time for purposes of noting any 
developments on the CFS file. They would then inform LMRB colleagues of 
what she had posted… Also, I do not know if it is accurate to describe the 
practice as 'routine'". AANDC official

……says: "FYI… I overheard some 
discussions today that Pictou
Landing is also soliciting advice 
from Cindy Blackstock"

"There is a reconciliation event in 
Toronto this week. Ms. Blackstock
is not listed on the agenda". 

NB CFS Symposium; "Cindy Blackstock show, a 
tour de force that seemed to fire up a ready to 
be impressed audience of about 60 people". 
"After this clever argument she rattled through 
some general statistics (or gave the impression 
of doing so) before whisking away to the airport, 
mission accomplished"

Girls on a Role!
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Once approval is 
given it is in force 
until the person 

leaves gov’t

Once access is 
granted there is 

no supervision to 
ensure data 

collected is for 
authorized 

purpose

There are no 
official 

guidelines on 
what constitutes 

legitimate 
business

Hearings at CHRT on 
retaliation begin on 
were heard in July 
(decision under 
reserve). Goal is to 
ensure that no one is 
retaliated against by 
the government for 
filing a human rights 
complaint. All 
proceeds go to 
children’s charities.
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UN Special Rapporteurs on Indigenous Issues. Freedom of Association and Human 
Rights Defenders currently investigating Canada’s conduct  respecting me

Frontlinedefenders.org

What I think I did right

• Filed Privacy Request

• Made conscious 
decision to expose the 
conduct without 
retaliating 

• Media, filed PCO and 
CHRT retaliation 
complaints

• Leveraged experience 
for the public good
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What I wish I knew

• International 
protections and 
organizations. (UN Declaration 

on Human Rights Defenders, Frontline 
defenders, Tactical Tech.)

• Domestic organizations 
(Canadian Journalists for Free Expression, 
Canadian Civil Liberties Association,  BCLA, 
Open media.org, Voices-Voix)

• Who investigates these 
matters and what you 
can expect  (Privacy 
Commissioner, CHRT, Police, UN)

Recommendations

• Easily accessible information for people 
suspecting or experiencing surveillance

• Expedient investigations and ability to 
access interim orders to stop gov’t 
surveillance. 

• More effective retaliation measures to 
protect domestic human rights defenders 
in Canada

• Parliament/Legislatures to update privacy 
laws to reflect social and electronic media 
and require warrants for government 
surveillance of citizens domestically

• Some of the protections I was able to 
access were because of my public profile 
and not as easily available to everyone-
that needs to change. 

“Oh Canada, we stand on guard” means 
citizens have a responsibility to ensure 
governments do not give away in times 

of peace what veterans fought for in 
times of war


