
Access & Privacy 2015
2:15 pm -3:30 pm

Session C - The Dos and Don'ts of 
Service Organization Control 
Audits Over Privacy, Security and 
Confidentiality
Paul Groch, Senior Manager, KPMG
Ivan Alcoforado, Senior Manager, KPMG



© 2015 KPMG LLP, a Canadian limited liability partnership and a member firm of the KPMG network of independent member firms 
affiliated with KPMG International Cooperative (“KPMG International”), a Swiss entity. All rights reserved. 

Agenda
Market expectations and demands
Overview of SOC2 principles
Common requests and misconceptions
Common uses of SOC2 
Questions & Answers
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Where is my Data?
What Yahoo, Bell, Target, Home Depot, Goodwill, Lowe’s, Jimmy 
John’s, Dairy Queen, and many others have in common? 
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Third-party Challenge
How to ensure you have “reasonable security arrangements” 
when using third-party service providers?

Customer/ 
Citizen

B2C/G2C provider 
(a.k.a. private 

data custodian)

3rd party 
provider #1

3rd party 
provider #2

3rd party 
provider #n

Internal Audit 

External Audit

Attestation Audit

1 per company
No independence
Not consistent

Multiple per company
Independence
Not consistent

1 per company
Independence
Consistent
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Getting Assurance over 3rd Parties
What are Service Organization Control (SOC) audits? 

SOC 1 report based on 
CSAE 3416

Restricted Use  
Type I or Type II report

Purpose:  Reports on 
Controls over users financial 

reporting 

SOC 2 report based on 
CPA Section 5025

Generally a restricted use of 
the report

Type I or Type II report

Purpose:  Reports on 
Controls related to 

compliance or operations

SOC 3 report based on 
CPA Section 5025

General Use of report with 
a Public Seal

Purpose:  Reports on 
Controls related to 

compliance or operations

SOC2 & 
SOC3 reports

Security 

Availability 

Processing 
Integrity Confidentiality

Privacy

•Organization has defined and documented its policies 
relevant to the particular principle)Policies

•Organization has communicated its defined policies to 
responsible parties and authorized users of the systemCommunication

•Organization has placed in operation procedures to achieve 
its objectives in accordance with its defined policiesProcedures

•Organization monitors the system and takes action to 
maintain compliance with its defined policiesMonitoring
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Getting Assurance over 3rd Parties
Why SOC2 Audits? 

Standard Type Characteristics

Service Organization Control (SOC) 2 Audit for outsourced services • Focus on 3rd party services
• Leverages existing controls
• Can use other standards 

ISO 27001 - Information security 
management systems

Traditional security audit • Comprehensive security
• Mandatory Internal Audit

Payment Card Industry (PCI) Data 
Security Standard (DSS)

Appraisal of credit card issuers, 
operators and merchants

• Simple to follow
• Specific to credit card data 

and processing

Cloud Security Alliance (CSA) Standard for Cloud services • Specific to cloud security
• Specific to cloud security

NIST 800-53 rev. 4 – “Security and 
Privacy Controls for Federal Information 
Systems and Organizations ”

Standard for U.S. Federal 
government organizations

• Focus on government
• Specific to U.S. Federal

HIPAA – U.S. “Federal Health Insurance 
Portability and Accountability Act” 

Standard for electronic
protected health information in 
the U.S. 

• Focus on Healthcare 
information

• Specific to U.S. Healthcare
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SOC2 Principles and Criteria
Organizations can choose among 5 principles

Security

 Security policies
 Security awareness and 

communication
 Risk assessment
 Threat identification
 Information classification

 Logical access
 Physical access
 Security monitoring
 Incident management
 Encryption

 Personnel
 Systems development and 

maintenance
 Configuration management
 Change management
 Monitoring / compliance

Availability Confidentiality Processing Integrity Privacy

 Availability policy 
 Backup and 

restoration
 Environmental 

controls
 Disaster recovery

 Confidentiality policy 
 Confidentiality of 

inputs, data processing, 
and outputs

 Information disclosures
 Confidentiality of 

Information in systems 
development

 System processing 
integrity policies

 Completeness, accuracy, 
timeliness, and 
authorization of inputs, 
system processing, and 
outputs

 Information tracing from 
source to disposition

 Management
 Notice
 Choice and consent
 Collection
 Use and retention
 Access
 Disclosure to third parties
 Quality
 Monitoring and enforcement
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SOC2 Principles and Criteria
Examples of reporting choices
Service Organization Scenario SOC 2 Reporting Principles

Software-as-a-Service (SaaS) Customer Relationship Management (CRM) 
provider who wants to provide current and prospective customers with a 
level of comfort over physical security, application logical access, and 
computer operations, including monitoring, backups and restoration testing, 
disaster recovery, policy management, and change management.

Reporting over both the 
Security and Availability
Principles and applicable 
criteria. 

A major data center provider owns or leases and operates data centers 
globally and wants to provide comfort over the physical and environmental 
security, information security, and incident management. 

Reporting over the Security 
Principle and applicable criteria.

An eCommerce company who would like to provide customers a level of 
assurance that their system has safeguarded the confidentiality of 
customers’ information, maintained a secure environment, and built the 
infrastructure of its system in such a way that the system would be available 
when customers needed it.

Reporting over the Availability, 
Confidentiality, and Security
Principles and applicable 
criteria. 

A medical claims processor who has received requests from their customers 
that the controls over the processing of claims protect the information in 
those claims that is subject to privacy laws.

Reporting over the Security and 
Privacy Principles and 
applicable criteria.
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SOC2 Principles and Criteria
Differences among Trust Principles

Domain Trust Services Principle Trends Regarding Applicability

Security
 The system is protected against 

unauthorized access (both 
physical and logical).

 Most commonly requested area of coverage.
 Security criteria are also incorporated into the other 

principles because security controls provide a 
foundation for the other domains.

 Applicable to all outsourced environments, 
particularly where enterprise users require 
assurance regarding the service provider’s security 
controls for any system, non-financial or financial.

Availability
 The system is available for 

operation and use as committed 
or agreed.

 Second most commonly requested area of coverage, 
particularly where disaster recovery is provided as 
part of the standard service offering.

 Most applicable where enterprise users require 
assurance regarding processes to achieve system 
availability SLAs as well as disaster recovery.
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SOC2 Principles and Criteria
Differences among Trust Principles

Domain Trust Services Principle Trends Regarding Applicability

Confidentiality
 Information designated as 

confidential is protected as 
committed or agreed.

 Most applicable where the user requires additional 
assurance regarding the service provider’s practices 
for protecting sensitive business information.

 Applicable where a service provider is entrusted to 
maintain the confidentiality of an enterprise 
customer’s data of all types.

Processing 
Integrity

 System processing is complete, 
accurate, timely, and authorized.

 Potentially applicable for a wide variety of non-
financial and financial scenarios wherever assurance 
is required as to the completeness, accuracy, 
timeliness and authorization of system processing.

Privacy

 Personal information is collected, 
used, retained, disclosed, and 
destroyed in conformity with the 
commitments in the entity’s 
privacy notice and with criteria 
set forth in generally accepted 
privacy principles (GAPP) issued 
by the AICPA and CICA.

 Most applicable where the service provider interacts 
directly with end users and gathers their personal 
information.

 Provides a strong mechanism for demonstrating the 
effectiveness of controls for a privacy program.
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 Security principle provides a foundation to all others and is covered in Privacy
 Confidentiality is distinguished from Privacy in that:

i. Privacy deals with personal information whereas, Confidentiality refers to a broader range of information 
that is not restricted to personal information; and 

ii. Privacy addresses requirement for the treatment, processing, and handling of personal information, 
following the 10 Generally Accepted Privacy Principles (GAPP): 
• Management – Accountability for its privacy policies and procedures.
• Notice – Communications about policies and purposes for personal information.
• Choice and consent – Available to the individual and obtains implicit or explicit consent.
• Collection – Only for the purposes identified in the notice.
• Use and retention – Limits the use to the purposes identified and consented.
• Access – Access to individual personal information for review and update.
• Disclosure to third parties - Only for the purposes identified in the notice and consent.
• Security for privacy – Protection against unauthorized access (both physical and logical).
• Quality – Accurate, complete, and relevant for the purposes identified in the notice.
• Monitoring and enforcement – Monitors compliance and address complaints and disputes. 

Common Questions
Should we choose SOC2 Security, Privacy or Confidentiality?
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Common Questions
What are Principles, Control Objectives and Controls?
Criteria Control Trust Criteria Control 

Description
Test of Controls Results

CC3.0 Common Criteria Related to Risk Management and Design and Implementation of Controls

CC3.1 C27 The entity (1) identifies potential threats 
that would impair system security
commitments and requirements, (2) 
analyzes the significance of risks 
associated with the identified threats, 
and (3) determines mitigation strategies 
for those risks (including controls and 
other mitigation strategies).

A master list of the 
system production 
environment 
components is 
maintained, 
accounted for 
additions and 
removals for 
management’s use

Inspected the updated 
system inventory document 
and determined that 
inventory of all system 
production servers is 
maintained including (…). 
For a selection of 
components (…) compared 
to the current list (…) and 
determined that (…) is 
accurate)

No 
relevant 
exception 
noted.

SOC2 trust principle 
criteria for Security

Organization’s control, 
sometimes grouped into 
control objectives

Results of the test 
of Organization’s 
controls

EXAMPLE
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Common Questions
What Report Type should we choose?

Time

Type 1: Point in time reports -
Cover the suitability of design 
of controls as of a point in 
time.

Type 2: Period of time reports - Cover the suitability of design 
and operating effectiveness of controls over a period of time, 
typically 6 or 12 months.

 Only Type 2 provides assurance that the controls were operated as intended.
 On a typical approach, a service organization providing a new service might start by completing 

an initial SOC2 Type 1 examination and then complete the first SOC2 Type 2 examination.
 Type 2 examinations need to be done recurrently.
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 The SOC2 report can serve as a tool to:
• Answer questions that would ordinarily be included in vendor questionnaires

• Assist user organizations in addressing regulatory compliance requirements such as FISMA, HIPAA and other 
regulatory requirements

 As shown below, the service provider could include a mapping table in the Other Information 
section of the SOC2 report showing how their controls align with common vendor security 
questionnaire topics or the requirements of a specific standard/regulation (for example, ISO 
27001/27002).

Common Questions
Will we get ISO27001 certified by following SOC2?

EXAMPLE – Relation of Service Provider’s Controls to ISO 27001/27002 Control Objectives

Service Provider has developed its controls to align with the ISO 27001/27002 control objectives.  Included below is a mapping of 
the ISO 27001/27002 topics to related Service Provider controls covered in this report.

ISO 27001/27002 Control Objective Topics Related Service Provider Controls

A.5.1 Information security policy 1.01.01, 1.02.01

A.6.1 Internal organization 1.03.01

… …
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Common Questions
Can we use SOC2 for a financial statements audit?
The AICPA defined 3 types of SOC reports: SOC1, 2 and 3

Scope/Focus Report Summary Applicability
Internal Control Over 
Financial Reporting 
(ICOFR)

SOC1* Detailed report for users 
and their auditors

 Focused on financial reporting risks and 
controls specified by the service provider. 

 Most applicable when the service provider 
performs financial transaction processing or 
supports transaction processing systems.

Operational Controls SOC2 Detailed report for user 
organizations, their 
auditors, and specified 
parties

 Focused on Trust Services Principles:
 Security
 Availability
 Confidentiality
 Processing Integrity and/or 
 Privacy.
 Applicable to a broad variety of systems.

SOC3** Short report that can be 
more generally 
distributed, with the 
option of displaying a 
web site seal

* Sometimes also referred to as an SSAE16, AT801 or ISAE3401 report
** Sometimes also referred to as a SysTrust, WebTrust or Trust Services report
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Common Questions
Can we use SOC2 for a financial statements audit?
SOC Reports for Different Scenarios

SOC1  Financial 
Reporting Controls

SOC2/SOC3
Operational Controls

 Financial services
 Asset management and custodial 

services
 Healthcare claims processing
 Payroll processing
 Payment processing

 Cloud ERP service
 Data center co-location
 IT systems management

 Cloud-based services (SaaS, PaaS, 
IaaS)

 HR services
 Security services
 Email, collaboration and 

communications services
 Any service where customers’ 

primary concern is security, 
availability or privacy
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Common Questions
What is a Typical Audit Approach?

Audit Readiness 
Assessment

■ Define the audit scope. Select 
relevant principles/criteria and 
determine which systems, 
processes, and groups are in 
scope.

■ Identify key controls that are in 
place or needed to address the 
audit objectives or criteria.

■ Conduct interviews; review 
system documentation, policies, 
and procedures; and perform 
focused tests to identify any 
significant gaps.

■ Provide recommendations to 
address identified gaps.

Remediation Comprehensive 
Assurance Report

■ Conduct periodic meetings or 
conference calls to review 
remediation progress and 
answer any questions.

■ Plan the timing of the audit.

■ Provide documentation 
requests and schedule 
interviews.

■ Perform test procedures to 
determine whether controls 
are properly designed and 
operating effectively to 
achieve the audit objective or 
criteria.

■ Issue examination report.
■ Provide a management report 

reflecting any observations 
and recommendations.
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Common uses of SOC2
Application to specific industries: Cloud Service Providers

Source: KPMG International’s Global Cloud Survey 2013
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Common uses of SOC2
Alignment to other standards and regulations: 
Cloud Control Matrix (CCM)

Criteria Trust Criteria CCM
Control

CCM Control 
Description

Test of Controls Results

CC2.0 Common Criteria Related to Communications

CC2.2 The entity's security 
commitments are 
communicated to external 
users, as appropriate, and 
those commitments and the 
associated system 
requirements are 
communicated to internal 
system users to enable 
them to carry out their 
responsibilities.

HRS-03 Employment 
agreements shall 
incorporate 
provisions and/or 
terms for 
adherence to 
established 
information 
governance and 
security policies 
and must be 
signed by newly 
hired or on-
boarded 
workforce 
personnel.

KPMG inspected 
(…) Terms and 
conditions of 
employment and 
noted that as part 
of their 
contractual 
obligation, 
employees, 
contractors and 
third party users 
must agree and 
sign the terms and 
conditions of their 
employment 
contract (…).

No 
relevant 
exception 
noted.
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Putting SOC2 to work for you
As a Service Organization

Key Activities Description

1. Scope  Is the included scope of services and locations relevant based on the services you 
receive from the service provider?

2. Type of Report  Is the report a SOC1, SOC2, SOC3 or other report?
 Is the report a point in time (Type 1) or period of time (Type 2) report?

3. Period of 
Coverage and Report

Timing
 How well do the period of coverage and report timing meet your needs?

4. Opinion
 Is the opinion unqualified (clean) or was it qualified (noting control objectives or 

criteria not achieved)?  
 To what extent do any such qualifications impact the user organization?

5. Audit Firm  Does the audit firm have a good reputation for providing this type of assurance 
services?

6. Subservice 
Organizations

 If subservice organizations are used, are controls over these operations included or 
excluded from scope?

 If excluded, is additional assurance is needed from the subservice organization (e.g., 
through a separate SOC report)?
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Putting SOC2 to work for you
As a Service Organization

Key Activities Description

7. Principles/
Objectives

 Do the selected SOC1 control objectives or SOC2/SOC3 principles sufficiently cover 
your assurance needs/requirements?

8. Description of 
Control Activities

 Does the SOC1/SOC2 report provide sufficient detail regarding control activities to 
meet your needs?

9. Test Procedures 
and Test Results

 Are the auditor’s SOC1/SOC2 test procedures sufficient to meet your needs?
 If any test exceptions and management responses are included in the report, is there 

an impact to the user organization and is follow up warranted? 

10. Complementary 
User Entity Controls

 If complementary user entity controls are identified, are the applicable user entity 
controls in place at your organization?

11. Changes During 
the Period

 Were there any significant changes in systems, subservice providers, or controls noted 
and is there any impact to the user organization?

12. Other 
Information

 Does the report include other helpful information (e.g., how the service provider’s 
controls relate to other industry standards or frameworks such as ISO 27001, Cloud 
Security Alliance, FISMA, HIPAA Security Rule, etc.)?
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Putting SOC2 to work for you
As an End-user Organization

Key Activities Description
Inventory Vendor 
Relationships  and 

Assess Vendor Risks

 Inventory existing outsourced vendor relationships to determine where the 
organization has obtained and requires third party assurance going forward.

 Assess the key risks associated with significant outsourced vendors.

Identify Relevant 
Reports

 Determine whether SOC1, SOC2 and/or SOC3 reports should be requested.
 For SOC2/SOC3, determine which principles are most relevant.

Contractual 
Provisions 

 Assess current contractual requirements for audit reports and right to audit.
 Reflect required reports in new, renewed and modified contracts. 

Vendor Monitoring 
 Determine frequency with which key outsourced vendors will be assessed.
 Build the process of obtaining and reviewing SOC reports and following up on any 

areas of concern into the vendor monitoring process.

Vendor Due 
Diligence 

 Consider requesting relevant SOC reports as part of the due diligence process for 
assessing and on-boarding new outsourced service providers

 Potentially streamline, replace or re-focus questionnaires and other vendor 
assessment procedures.

Communication Plan  Communicate scope, reporting and timing requirements to service providers.
 Work with your service provider to establish an effective and efficient process.
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